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How-To-Do

Connect a shared folder through TM-H
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1 General

1.1 Information

This How To Do document describes what you will have to do, if you would like to connect a Windows
shared folder located on a computer inside the WAN network of your Teleservice device to a computer
inside the Machine network, the LAN network of TM-H.

1.2 Note

Any liability for material defects and defects of title in this documentation, in particular for its
correctness, faultlessness or freedom from third party proprietary rights and copyright, completeness

and/or applicability — except for willful misconduct or fraud — is excluded.
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2 Network settings of the devices

2.1 Computer within Machine network

IP address settings of the computer located in Machine network (=LAN of TM-H)

Allgemein
2 i

IP-Einstelungen kénnen automatisch zugewiesen werden, wenn das
Metzwerk diese Funktion unterstitzt. Wenden Sie sich andernfalls an
den Metzwerkadministrator, um die geeigneten IP-Einstellungen zu
beziehen,

() IP-Adresse automatisch beziehen

(@ Folgende IP-Adresse verwenden:

IP-Adresse: 1 L W
Subnetzmaske: 255.255.255. 0
Standardgateway: 10 .0 .5 153

DNS-Serveradresse automatisch beziehen

(@ Folgende DNS-Serveradressen verwenden:
Bevorzugter DMNS-Server: A ol B B

Alternativer DNS-Server: g EEPEL R 4

|| Einstellungen beim Beenden tberpriifen

[ OK ] [ Abbrechen ]
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2.2 Computer within Office network

IP address settings of the computer located in office network (=WAN of TM-H)
Eigenschaften von Internetprotokoll Version 4 (T CP{IPV...M

Allgemein

IP-Einstellungen kdnnen automatisch zugewiesen werden, wenn das
Netzwerk diese Funktion unterstiitzt. Wenden Sie sich andernfalls an
den Netzwerkadministrator, um die geeigneten IP-Einstellungen zu
beziehen.

() TP-Adresse automatisch beziehen

0 Folgende IP-Adresse verwenden:

IP-Adresse: 172 . 16 .150 . 14
Subnetzmaske: 255.255.224. 0
Standardgateway: 172 .16 .128 . 4

DNS-Serveradresse automatisch beziehen
(@) Folgende DNS-Serveradressen verwenden:

Bevorzugter DNS-Server: 8 .8 .8 .8

Alternativer DNS-Server: L S

[ Einstellungen beim Beenden uberpriifen

[ ok || abbrechen |

ATTENTION:
A User containing the group “administrators” has to be created, for that a password MUST be
defined!

In our example we create a User “TESTUSER” with a password defined as “TESTUSER”, also.
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The computer’s firewall has to be deactivated, or at least reconfigured, to allow the needed services to
establish connection with each other.

Standorteinstellungen fir das DomEnennetzwerk
&_I Windows-Firewall aktivieren

Alle eingehenden Yerbindungen blockieren, einschliellich der in der Liste der zugelassenen
Programme

Benachrichtigen, wenn ein neues Programm blockiert wird
@! i@ Windows-Firewall deaktivieren (nicht empfohlen)
Standorteinstellungen fir das Heim- oder Arbeitsplatznetowerk (privat)

&_ﬁ O Windows-Firewall aktivieren

Alle eingehenden Yerbindungen blockieren, einschlieBlich der in der Liste der zugelassenen
Programme

Benachrichtigen, wenn ein neues Programm blockiert wird
@_! @ Windows-Firewall deaktivieren (nicht empfohlen)
Standerteinstellungen far das affentliche Metzwerk

al 71 Windows-Firewall aktivieren

Alle eingehenden Yerbindungen blockieren, einschliellich der in der Liste der zugelassenen
Programme

Benachrichtigen, wenn ein neues Programm blockiert wird

@_I @ Windows-Firewall deaktivieren (nicht empfohlen)

Further on, a route pointing to the machine network has to be added. Therefore we open a comand

shell using “START/EXECUTE” typing in “CMD”. Now we enter the “route add” command as shown.

m Administrator: C\Windows\5ystem32\cmd.exe = | Bl D

Microsoft Windows [Uersion 6.1.7601]
Copyright (c) 2009 Microsoft Corporation. Alle Rechte vorbehalten.

ml »

C:\windows\system32>route add 10.0.5.0 mask 255.255.255.0 172.16.150.13
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Has the ,route add” comand been executed and the route was added properly we are able to see “OK!”
message inside the comand shell..
BN Administrator: CAWindows\System32\cmd.exe |i‘@‘ﬁ:—hj

Microsoft Windows [Uersion 6.1.7601]
Copyright (c) 2009 Microsoft Corporation. Alle Rechte vorbehalten.

m| »

C:\windouws\system32>route add 10.0.5.8 mask 255.255.255.0 172.16.150.13
DKt

C:\windous\system32>

Now the “route print” comand can be used to display the computer’s routing configuration. The route

entry marked in the red coloured box shows the route, we've just added above.

=@ Administrator: C \Windows\System32\cmd.exe

C:\windows\system32>route print

Schnittstellenliste
16...cH4 d9 87 b7 db e3 ...... Bluetooth-Ger&t (PAN)
14...00 a0 ¢6 00 BO 12 ...... Dell Wireless S570 HSPA+ (42Mbps) Mobile Broadband

11...ec T4 bb 3% Bc cb ...... Intel(R) Ethernet Connection I217-LM
........................... Software Loopback Interface 1
..00 00 0O @0 00 B0 08 e®@ Microsoft-ISATAP-Adapter

...00 60 00 00 00 B0 08 e® Microsoft-ISATAP-Adapter #2
..00 00 00 OO0 B0 0O OO0 e® Microsoft-ISATAP-Adapter #3

Aktive Routen:
Netzwerkziel Netzwerkmaske Gateway Schnittstelle Metrik
A_nA_A_A A_A_A_A 172 16 _128 4 172 16 150 14 2RA

10.0.5.0 255.255.255.0 172.16.150.13 172.16.150.14 11

ATTENTION:

Routes created by “route add” command will be lost after restarting the computer. If you wish to add a
permanent route, the comand “route add” with the exrension “-p” has to be used.

The comand should look like this, then: route add —p 10.0.5.0 mask 255.255.255.0 172.16.150.13
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2.3 TM-H Router

LAN IP address of the TM-H

Ethernet LAN Connection

Address Setup Mac Address

10.0.5.153
255.255.255.0

WAN IP address of the TM-H

Ethernet WAN Connection

Address Setup

172.16.128.24

172.16.128.20

Update
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2.4 Routing configuration des TM-H

2.41 BRouting NAT+TF on WAN
Routing settings of the TM-H have to be set to ,NAT & TF on WANY, if:
e Devices inside the machine LAN should be allowed to use TM-H as an internet gateway.
* None of the devices inside the office network needs to request data from devices located
inside the machine network. Proceed clicking “Update”.
NOTE:
A shared folder located inside the office network can be reached from machine network now. Vice
versa, a webserver located inside machine network cannot be reached from within office network!
(NAT -> WAN!)
@oomconme
& | Networking
Ejjjj"j,‘:;'m“”
L. R Interface
R Incoming
E...UDutgnmg
L.p Global Static routes table
L@ servert
a Server2
- & VPN Connection
&' Publish IP Address
@Cal\ha:k
«r Routing
% Proxy These changes will be effective from next WAN connection
[} Security
& 1P Services Update
2.4.2 BRouting by adding a static route
Routing settings have to be switched to “NAT & TF disabled”, if devices inside machine network
should also be accessible for office network’s devices. Proceed clicking “Update”.
a onfi
b1 [ Networking
. ti,‘:j;mw“
b incoring
uUuthing
EI » Global ion Gateway Clea
g servert
e mmetaan
&) Pubih 17 Address
@ s::‘::;k These changes will be effective from next WAN connection
- Proxy Update
A Security
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2.5 Security settings of the TM-H:

The security settings of your teleservice device have to be modified as shown below.
Switch WAN Protection level to “Allow all traffic” and activate WAN IP forwarding by checking the box
to allow traffic forwarding from LAN or VPN to WAN. Proceed clicking “Update”.

{@) COM Config e o
d T ———
L Eth1 - LAN
G- I Networking
5 Internet Connaction R g excepted VPN tated traffic {ex: EMai)
L, Eth2 - WAN
s Mod excepted VPN traffic {(ex: EMail) and ICMP (Ping)
= adem
- B Interface © Allow all traffic on WAN connection {no protection)
I .
3;: g QA /| Allow traffic forwarding to WAN (from VPN or LAN) - Disable to make sure that LAN or VPN requests are never routed to WAN.
B Outgoing

In order to make the changes of the configuration .take effect, now please perform a reboot of the

device by dis —and reconnecting the power supply. Allow 5 seconds between dis -and reconnection.

2.6 Testing the reachability of the devices located within the office
network

On the computer, which is located inside the machine LAN, we will now open a command shell by
using START/EXECUTE and entering “cmd”. Then we will “ping” the IP address of TM-H's WAN
interface as well as the interface of the computer containing the shared folder. Both interfaces should

answer the “ping” command now.

EN Administrator: C\Windows'system32icmd.exe |£|E‘éj

Microsoft Windows [Wersion 6.1.76811
Copyright ¢c)» 2009 Microsoft Corporation. Alle Rechte vorhehalten.

C:=“Users~AHoehn>ping 172.16.158.13

Ping wird ausgefiihet fiir 172.16.158.13 mit 32 Bytes Daten:
172 _16.158.13: Bytes=32 Zeit{ims TIL=255
172.16.158.13: Bytes=32 Zeit<{ilms TTL=25%
172.16.158.13: Bytes=32 Zeit{ims TIL=255

Antwort von 172.16.158.13: Bytes=32 Zeit=1ms TTL=25%

Ping—Statistik fir 172.16.1568_.13:
Pakete: Gesendet = 4, Empfangen = 4, Uerloren = A
Bx Uerlust).

Ca. Zeitangaben in Millisek.:
Hinimum = Bms. Maximum = 1ms,. Mittelwert = Bms

C:«Uzerz~AHoehn>ping 172.16.15A0.14

Ping wird ausgefithet fiir 172.16.150.14 mit 32 Bytes Daten:
N

Antwort von 172.1

Antwort von
Antwort von
Antwort von

Pakete:

172.16.158.14: Bytes=32
172.16.158.14: Bytes=32
172.16.158.14: Bytes=32

Ping—Statistik fiir 172.16.158.14:

Gesendet = 4, Empfangen

(B Uerlust),
Ca. Zeitangaben in Millisek.:
Minimum = ims,. Haximum = 2ms, Hittelwert = 1ims

6.158.14: Bytes=32 Zeit=2ms TIL=12

Zeit=1ms TIL=127
Zeit=1ms TIL=127
Zeit=2ms TIL=127

=4, Uerloren = 8

C:~Users~AHoehn>
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2.7 Testing the reachability of the devices located within the machine
network

On the computer, which is located inside the office network, we will now open a command shell by
using START/EXECUTE and entering “cmd”. Then we will “ping” the IP address of TM-H’s LAN
interface as well as the interface of the PLC located inside the machine network. Both interfaces

should answer the “ping” command now.

Administrator: CAWindows\System32\cmd.exe

C:\windous\system32>ping 10.0.5.153

Ping wird ausgefihrt fir 10.0.5.153 mit 32 Bytes Daten:
Antwort von 10.08.5.153: Bytes=32 Zeit{lms TTL=255
Antwort von 10.0.5.153: Bytes=32 Zeit<{ims TTL=255
Antwort von 10.8.5.153: Bytes=32 Zeit{ims TTL=255
Antwort von 10.0.5.153: Bytes=32 Zeit<{lms TTL=255

Ping-Statistik fur 10.0.5.153:
Pakete: Gesendet = 4, Empfangen = 4, Uerloren = 0
(0% Uerlust),

Ca. Zeitangaben in Millisek.:
Minimum = Bms, Maximum = Oms, Mittelwert = Oms

C:\windouws\system32>ping 10.0.5.54

Ping wird ausgefihrt fur 10.8.5.54 mit 32 Bytes Daten:
von 10.0.5.54%: Bytes=32 Zeit=1ms TTL=63
voh 10.0.5.54: Bytes=32 Zeit=1ms TTL=63
von 10.0.5.54%: Bytes=32 Zeit=1ms TTL=63
von 18.0.5.54: Bytes=32 Zeit=1ms TTL=63

Ping-Statistik flr 10.0.5.54:
Pakete: Gesendet = 4, Empfangen = 4, Uerloren = @
(0% Uerlust),

Ca. Zeitangaben in Millisek.:
Minimum = 1ms, Maximum = 1ms, Mittelwert = 1ms

C:\windous\system32>
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3 Connecting the network drive

3.1 Properties of the shared folder

On the computer containing the shared folder, we will now check its properties. Below the TAB
“SHARE” we can find the network path of the shared folder. We will need that later on, to be able to

enter the path at the computer in machine network, in order to connect the network drive.

E Eigenscheﬁ&n von Eigene Musik » ™ u

Allgemein | Freigabe Sicherheitl Pfad |Vorgéﬂgerversionen I Anpassen|

Datei- und Druckerfreigabe im Netzwerk

Music
ub Gemeinsam verwendet

MNetzwerkpfad:
WHER-V-NB-PC0748\Users\TESTUSER\Music

Enweiterte Freigabe

Legen Sie benutzerdefinierte Berechtigungen fest. erstellen Sie
mehrere Freigaben und richten Sie Qptionen fur die erwveiterte
Freigabe ein.

‘p‘ Enweiterte Freigabe...

Kennwortschutz

Personen mussen uber ein Benutzerkonto und Kennwort fur diesen
Computer verfugen, um auffreigegebene Dateien zugreifen zu
kaonnen.

Verwenden Sie die Option Netzwerk- und Freigabecenter, um diese
Einstellung zu andern.

Schlieen Abbrechen Ubermehmen
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3.2 Connect network drive

On the computer inside machine network, we will now start the connection procedure by choosing
“connect network drive” in WINDOWS EXPLORER
Vamm g 4
Nk

Datei Bearbeiten Ansicht Extras 7

1% » Computer »

Organisieren = Systemeigenschaften Programm deinstallieren oder dndern Metzlaufwerk verbinden Systermnsteuerung &ffnen
Erstellt eine Verkndpfung mit einem
0 Favoriten 4 Festplatten (2) freigegebenen Ordner bzw. Computer
im MNetzwerk,
Bl Desktop Systern (C:) oy
4 Downloads T —— | o
31,3 GE freivon 118 GB C';-:l/ 229 GB frei von 465 GB

=] Zuletzt besucht

The next dialog asks us to enter the network path of the destination folder for the network drive. It can
be found, as mentioned in topic 3.1, inside the properties of the shared folder in TAB “SHARE”.

. S

H,\\:J % Metzlaufwerk verbinden

Welcher Netzwerkordner soll zugeordnet werden?

Bestimmen Sie den Laufwerkbuchstaben far die Verbindung und den Ordner, mit dem die Verbindung
hergestellt werden soll:

Laufwerk: ’3- - ]

Crdner W721615014\Users\ TESTUSER Music * [Durchsuchen...

Beispiel: \\5Server\Freigabe
[¥] Verbindung bei Anmeldung wiederherstellen

[ Verbindung mit anderen Anmeldeinformationen herstellen

Verbindung mit einer Website herstellen, auf der S5ie Dokumente und Bilder speichern
kdnnen

[ Fertig stellen ][ Abbrechen

IMPORTANT:
Either hostname or IP-adress of the desination computer may be used in this dialog!
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After proceeding by choosing “Finish”, the computer tries to connect to the destination folder.

Metzlaufwerk verbinden - ﬂ

Verbindungsversuch mit
W17216.150.14Users\ TESTUSER \Music..,

Abbrechen

If the network path pointing at the shared folder has been entered correctly, the folder will be
connected as a network drive after the next step. Now we need to enter the username and the

password of the user, who did share the folder on the destination computer..

' ™%
Windows-Sicherheit [

Netzwerkkennwort eingeben

Geben Sie das Kennwoert ein, um eine Yerbindung herzustellen mit:
1721615014

— | TESTUSER |

‘D [ ........l |
Doméane: VIPA

[7] Anmeldedaten speichern

|E Smartcard einlegen

'@' Anmeldung fehlgeschlagen: unbekannter Benutzername
oder falsches Kennwort,

| 0k || Abbrechen

In our example, the user “TESTUSER” who has also the password “TESTUSER” did share the folder
to the office network. To finish the connection procedure select ,OK.*

August 17 Page 13 of 15
© VIPA GmbH, Ohmstrasse 4, 91074 Herzogenaurach, Germany
All information is subject to change, changes and errors excepted.



YASKAWA

VIPA CONTROLS

Now, that we entered proper user and password data, the shared folder on an office network computer

has successfully been connected to the machine network computer as a network drive.

-

= [ B [ |

Ve
L) |1 » Computer » = [$¢ || Computer durchsuch.. P
Datei  Bearbeiten  Ansicht  Extras 7
Organisieren = Eigenschaften Systemeigenschaften Programm deinstallieren oder dndern Metzlaufwerk verbinden > == @
3% Favoriten Mame ’ x| Typ Gesamtgrifie Freier Speicherplatz
B Desktop 4 Festplatten (3)
“” Downloads &, system () Lokaler Datentrager 143 GB 20,4 GB
i ZUletzEbesuche s VMs_und_Daten (D) Lokaler Datentrager 61 GB 193 GB
) a INT_DATA (E) Lokaler Datentrdger 104 GB 40,9 GB
4 Bibliotheken - . .
= Bilder 4 (Gerate mit Wechselmedien (1)
j Dokumente ! SD-CARD (G:) Wechseldatentrager 955 MB 955 MB
& Musik 4 Netzwerkadresse (1)
B videos E |
|L..5‘ Music (4\172.16.15014"\Users\TESTUSER) (Z:) MNetzwerklaufwerk 931 GB 844 GBI
/M Cormputer
gi, System (C:)

—a YMs_und_Daten (D:)

a INT_DATA (E)

B SD-CARD (G3)

¥ Music (\17216.150 14\ User -

Music (\\172.16.150.14\Users\TESTUSER) ... Verwendeter Speic... M |Gesamtgrofe: 931 GB
Freier Speicherplatz: 844 GB Dateisysterm: NTFS

L = .:' : Netzwerklaufwerk
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4 Revision History

4.1 Changes:

DATE CHANGES REVISER
8/30/2017 Issue document A Hoehn
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